Configure McAfee Settings The University of Akron

Configure McAfee Settings on Personal/Home Computers

This document provides instructions on recommended settings for McAfee. These
instructions are provided for faculty, staff, and students who have obtained a copy of the
software from Computer Solutions and installed McAfee on their personal computer.
Anyone running the network installed version of McAfee will NOT need to follow these
instructions as their computers are automatically configured with these settings.

These instructions are primarily for faculty, staff, and students who have
installed McAfee on their personal computers.

Keep in mind, these instructions apply to the version of McAfee distributed to
faculty, staff, and students by The University of Akron — this is the institutional
version and differs from the commercial version (sold at stores).
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Configure McAfee Settings The University of Akron

Enable Buffer Overflow Protection

Instructions:
1. Select Start — All Programs — Network Associates — Virus Scan Console.

2. The Virus Scan console returns. If the Buffer Overflow Protection status is disabled, double-
click on Buffer Overflow Protection in order to enable this setting.

(= ¥irusScan Console
Task Edit ‘iew Tools Help

= | m| G| 2] 2|89

Task. | Status
TR ﬁ cking rules are defined, 3.,
Buffer Cwverflow Protection Disabled
[=] on-Celivery E-mmat-Srarmmer Frabled
E Unwanted Programs Palicy 7 unwanted program categories are,
[‘a On-Access Scanner Enabled
G Scan All Fixed Disks Mot Scheduled
ﬁ Autollpdate Mok Scheduled
ﬁ (EPOY AM Autolpdate Daily, 1:33 AM
ﬁ [EP2) Emergency Update Mok Scheduled
ﬁ [EPC) PR autolpdate Duailw, 2:33 PM
Page 2 of 14

©2005 by The University of Akron



Configure McAfee Settings The University of Akron

Instructions:

3. Click the checkbox to “Enable buffer overflow protection”. Upon checking this box, the
Protection mode option should be selected and a check should appear for “Show the
messages dialog box when a buffer overflow is detected”.

Click the OK button to accept the changes.

Lz Buffer Overflow Pro 21

Buffer Owverflow Proteckion |Repu:urts I

Buffer overflove protection prevents exploited applications from
EnepLL i 5] LItEr.
”
¥ Enable buffer overflow protection
i~ warning mode
= Protection mode
¥ Show the messages dislog box when a buffer averflow i
detected
\
\ /
Buffer overflow excluzions
Process | b odule | AP |
Add... Edit... Hemove
—
( (4 b Cancel Apply Help
R —/

S —m
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Configure McAfee Settings The University of Akron

Instructions:

4. The VirusScan Console dialog box returns. The status for Buffer Overflow Protection should
now be Enabled.

Ug ¥irusScan Console

[Task Edit  Wiew Tools Help

E AL AR AR

Task, _ | status _
m&ian & part blocking rules are dg
< Buffer Cwerflow Protection Enabled m

=] on ey oo arme- Erablad

@ IUnwanted Programs Policy 7 unwankted program categories are. ..
[‘a On-focess Scanner Enabled

[‘}] Scan Al Fixed Disks Mot Scheduled

ﬁ Aukolpdate Mot Scheduled

ﬁ (EPC AM Aukolpdate Draily, 1:33 AM

ﬁ (EP Erergency Update Mot Scheduled

ﬁ (EPO) PR Aukolpdate Duaily, 2:33 PM
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Enable E-mail Scanning

Instructions:

1. Select Start — All Programs — Network Associates — Virus Scan Console.

2. The Virus Scan console returns. If the On-Delivery E-mail Scanner status is disabled, right-
click on On-Delivery E-mail Scanner in order to enable this setting.

= ¥irusScan Console

Task Edit ‘iew Tools Help

g | m| %] & @820

Task, | Skatus
! Arcess Probeckion & port blocking rules are defined, 5.,
,Q-Em BF IwErT oW Proteckion Errabt
<@H-Delivery E-rmail Scanner Disabled
E IUrwwanted Programs Poncy 7 unwanted program categories are...
[‘a On-Access Scanner Enabled
G Scan &ll Fixed Disks Mot Scheduled
Autolpdate Mot Scheduled
(EPCY &M gubolipdate Draily, 1:33 AM
(EPC Emergency Update Mot Scheduled
(EPC PM Aukalpdate Draily, 2:33 PM

NOTE: If the Status for On-Delivery E-mail Scanner is already set to Enabled
you do NOT need to follow these instructions — McAfee is already properly
configured to scan e-mail.
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Configure McAfee Settings The University of Akron

Instructions:

3. A menu will appear — select Enable to turn-on the e-mail scanning feature.

{[= ¥irus5can Console

Task Edit Wew Tools Help

2 - m| a%] 2 38320

Task, | Skakus
_! Access Protection 6 port blocking rules are defined, 5.,

Lon-Delivery E-mail Scann

(& | Urwarer —r Enable

@ On-Access Scanner Statiskics

ﬂ Scan All Fixed Disks Yiew Log tduled
ﬁ Autolpdate ) tduled
8 iepo) AM Autolipdate | PrOPErties ..o
ﬁ (EP) Emergency Updatke Mot Scheduled
ﬁ (EPC) PM Autolpdate Dhaily, 2:33 PM

4. Next, we will verify all of the e-mail scanning features are properly configured. Double-click
the On-Delivery E-mail Scanner entry.

(= ¥irus5can Console

Task Edit Wiew Tools Help

> [ m| Galalx] ] =8

Task. | Status
Access Protection S-poet blorking rules are defined
merﬂuw Prokection Enabled
< = On-Delivery E-mail Scanner Enabled
@Unwante F ot =0 program cakegories
@ On-ACcess Scanner Enabled
ﬂ Sican All Fixed Disks Mot Scheduled
ﬁ Autalpdate Mot Scheduled
ﬁ (EPO) AM Autollpdate Drailw, 1:33 AM
ﬁ (EPO) Emergency Update Mok Scheduled
ﬁ (EPC) PM Autolpdate Draily, 2133 PM
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Instructions:

5. On the Detection tab, verify the option is set to “All File Types”.

Click the Advanced tab to review these settings.

g e

Ll B On-Delivery E-ma ﬂil

i
Alerts | Unwanted Programs I Reparts

Detection ¢ Advanced I Actions

@ Specify on-delivery scanning of e-mail and attachments.

Abtachments to scan

& Al file bypes

" Default + additional fils types (0) Additions, .. |

™ &lso scam Far macro viruses in all attachments

" specified file types (00 Specified. .. |

(a4 Cancel Apply Help
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Instructions:
6. On the Advanced tab, verify the following settings are turned on under Heuristics heading:

“Find unknown program viruses” and “Find unknown macro viruses”.

Under the Compressed Files heading verify the following settings are turned on: “Scan inside
archives” and “Decode MIME encoded files”.

Under the E-mail message body heading verify the following setting is turned on: “Scan e-
mail message body”.

Click the Actions tab to review these settings.

Alerts I Urwwanted Programs FrereT I
Detection Advanced | w

@ Specify advanced e-mail scanning opkions.

Euristics
¥ Find unknown program viruses

¥ Find unknown macro viruses

™ Find attachments with multiple extensions

— Compressed files
¥ Scaninside archives (e.g. .ZIF)

¥ Decode MIME encoded Files

/

E-mail message body
¥ Scan e-mail message body /
QK Cancel Apply Help
|
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Configure McAfee Settings

The University of Akron

Instructions:

7. On the Advanced tab, verify the following settings are properly configured under the Primary
Action heading: Clean attachments should be selected.

Under the Secondary Action heading: Move attachments to a folder should be selected.

Under the Move to Folder heading: Quarantine

Under the Allowed Actions in Prompt dialog box, the following options should be selected:
“Clean attachment”, “Delete attachment”, and “Move attachment™.

Click the Alerts tab to review these settings.

Ei On-Delivery

Cietection

@ Specify how e-mail scan responds when a virus is detected.,

r an infected atkachment is Fourms

Primary Action - Wwhen a virus is Ffound:

21

Uriwanted Programs | Reports |
I Advanced Actions

ICIean attachments j
Secondary Ackion - IF the first action fails:

IMove attachments ko & Folder A

Mowe To Folder

I gquarantine

—Allowed actions in Prompt dialog box
¥ Clean attachment

¥ Delete atkachment

\w‘attachment

Ok

Cancel Apply Help N
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Configure McAfee Settings The University of Akron

Instructions:

8. On the Alerts tab, none of the options should be selected.

Click the Unwanted Programs tab to review these settings.

Detection Advanced Actions
Alerts Unwanked Programs ) Reports

@ Confi ings that an infected e-mail message has

rErmnail alert

[ Send alett mail ko user Configure. .,

If 'Prompt fFor Action' is selected

¥ Display custom messade

McAfes Wirusscan Enterprise E-mail Scanpef: Alert |

oK Zancel Apply Help
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Configure McAfee Settings The University of Akron

Instructions:

9. On the Unwanted Programs tab, verify the “Detect unwanted programs” box is selected.
Under the Primary Action heading: “Clean attachments” should be selected.
Under the Secondary Action heading: “Move attachments to a folder” should be selected.

Click the Reports tab to review these settings.

Detection | Advanced | Actions

Alerts Uriwanted Programs { Reparts :

Specify detection options for urmwanted programs

 Detection
Selec option ko apply the Unwanted Programs Policy™Negt
voprconfigured in the consale. \

¥ Detect unwanted programs

r—when an unwanted attachment is Found:

Primary Action - Wwhen an unwanted program is found:

ICIean attachments j

Secondary Action - IF the First action Fails:

\lh’lo{attachments ko a Folder j//
The mowe Folder and allo e ompt nokifications are

configured on the ‘Actions' tab,

ols | Zancel | Apply | Help |
B
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Configure McAfee Settings

The University of Akron

Instructions:

10. On the Reports tab, verify the “Log to File” option is selected.

Verify the “Limit size of log file” is checked and the “Maximum log file size” is set to 1.
Under the heading Format, Unicode should be selected.

Under the heading What to log in addition to virus activity, the following options should be
selected: “Session Summary”, “Failure to scan encrypted files”, and “User Name”.

Click the OK button to accept all changes.

Petection I Advanced

Alerts I Uriwanted Programs

@ Configure the E-mail Scan activity log,

r~Log file
V¥ Log to File:

v Limit size of log file

I %\ SEDEFLOGDIR S EmailonDeliveryLog, bxk

taximurm log file size {ME): I 1 _|:j'
Forrnat: W

View Log |

Browse. .,

hak o log in addition to virus activiky
[ Session settings

v Session sUMmary
Failure to scan encrypted files

v Use

T —

< o4 P Zancel

Help
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Turn On Unwanted Programs Policy

You should configure categories of unwanted programs. McAfee can then detect these
categories and protect your computer from them.

Instructions:

1. Select Start — All Programs — Network Associates — Virus Scan Console.

2. The Virus Scan console returns. Double-click on Unwanted Programs Policy.

= ¥irusScan Console

Task Edit ‘iew Tools Help

g | m| %] & @820

Task, | Skatus
-E Arcess Probeckion & port blocking rules are defined, 5.,
m Buffer Cwerflow Prokection Enabled

@On-[ﬁlelivery E-mail Scanner Disabled

[® | Urwanted Programs Palicy 7 u@pmgram categories are...
I T e Enabled

E; Scan &ll Fixed Disks Mot Scheduled

ﬁ Autolpdate Mot Scheduled

ﬁ (EPCY &M gubolipdate Draily, 1:33 AM

ﬁ (EPC Emergency Update Mot Scheduled

ﬁ (EPC PM Aukalpdate Draily, 2:33 PM
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Configure McAfee Settings The University of Akron

Instructions:

3. The Unwanted Programs Policy dialog box returns. Verify ALL of the boxes are checked to
select each of the categories of unwanted programs.

Click the OK button.

Detection | U zer-Defined Detection

urwanted programs ko detect in your environment. Thiz policy

@ rwwanted programs palicy allowes you o configure categonies of
muzt be enabled here and in each scanner individually.

— Detectionz from DAT =

These are the categories of detections that are in the DAT &,

\

" Spyware
Adware
Remate Administration Toolz
Dialers
Pazsword Crackers
Jokes

N Other Patentially Unwanted Program

— Urwwanted program exclusions

Dan't detect specified detections [0] Excluziong... |

N\

( k. ) Cancel | Apply | Help |

N——_——"
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