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Phishing: 
Don’t Phall Phor It

Part 2
Software Training Services

Objectives
• Definition of Phishing
• State of Phishing Today
• Recognizing Phishing/Phishing Tricks
• Examples
• Best Practices
• What to do if you get “hooked”
• Summary

Take Notice:
• Logo will likely be included
• It will employ a method to establish trust
• Often some genuine-looking fine print at 

the bottom
• Logos and fine print can EASILY be stolen 

from the real web site



2

Examples of Phishing

Actual link: 
http://211.250.204.133/docs/zens/Citizens%20Bank%20Online%20

-%20$%205,00%20Giveaway%20Survey.htm

Address Bar:

Fradulent lock 
symbol
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Looks persuasive…

No Lock icon in status bar

Advanced Tricks - Address Bar 
Forgery

• Float a second “address” bar over the real 
one

• Only the fake address is visible
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Select File-Properties from the menu to view 
the actual URL:
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Forged Address Bar and Forged ToolTip

Clue: No lock 
icon

File-Properties displays the real web 
address:
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Best Practices: What You Can 
Do

• Be suspicious by default
• Scrutinize web addresses: verify link targets
• Don’t visit sites via links – use bookmarks and 

keywords or type in the web address
• Disclose email address only when necessary
• Check to make sure the Web site is using 

encryption (secure site https)
• Lock icon appears in the lower right-hand 

corner of the status bar

Best Practices: What You Can 
Do

• Don’t be put at ease by language that 
suggests a concern for your security

• Know common formats of fraudulent links
• Never respond to requests for personal 

information via e-mail or in a pop-up 
window

• You can forward phishing messages to 
spam@uce.gov

Best Practices: Know what to look 
for

• Impersonal or generic greetings
• Time limited offers or urgent requests for 

personal information
• Fake links
• Spelling mistakes and poor grammar
• Attachments – DON’T open them
• NEVER log into any account from a link in 

an email
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What to do if you get 
“hooked”

• Alert the Credit Bureaus
– Will put an ‘alert’ on your file for 90 days

• Request a copy of your credit report
– www.annualcreditreport.com
– Entitled to one free report per year

• Require written notice to extend credit

What to do if you get 
“hooked”

• Inform the impersonated company or 
person

• Close the account, reopen new one
• Report fraud to www.fraud.org
• Notify the credit bureaus
• Optionally, file a police report 

– Can be useful if evidence is needed for 
creditors

What to do if you get 
“hooked”

• File a complaint with the FTC
• File a complaint at http://ftc.gov/ or call the 

FTC at 1-800-FTC-HELP (1-877-382-4357)
• Helps to coordinate efforts to combat fraud
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Summary
• Education is the best defense against 

phishing.  Now that you know – educate 
others!

• Don’t become one of the victims!!

Resources
• Office of General Counsel Identify Theft:

– http://www.uakron.edu/ogc/PreventiveLaw/identityt
heft.php

• Anti-Phishing Working Group:
– http://www.antiphishing.org/index.html

• Identity theft website:
– http://www.consumer.gov/idtheft/

• Consumer Fraud Reporting:
– www.consumerfraudreporting.org

• Internet and Telemarketing Fraud:
– http://www.fraud.org/

Resources

• The full Phishing IQ test:
– http://survey.mailfrontier.com/survey/quiztest.html

• Identity theft affidavit to dispute unauthorized 
accounts:
– http://www.ftc.gov/bcp/conline/pubs/credit/affidavit.p

df
• Complaint to FTC:

– https://rn.ftc.gov/pls/dod/widtpubl$.startup?Z_ORG
_CODE=PU03
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Thank You 
Software Training Services/Application Support

pstrain@uakron.edu
AppSupport@uakron.edu

Questions?


