The University of Akron Microsoft Outlook 2003®: Creating an Spam/Junk Mail Filter

Spam Filter

Following are the steps for creating a Junk Mail folder and setting up the filter to move suspect
materials from the Inbox to this folder for later review.

1. Create a separate folder to store the JunkMail. From the menu bar click, File > New >

Folder.
8] Inbox - Microsoft Outlook

il File | Edit Wew Go Tools  Actions  Help

| Tew 4 | & Mail Message Chrl+R
i Open ¥ | %) Postin This Folder CtrI+ShiFt+k
Close All Teems Tl Folder... Chrl+Shift-+E
I Save 5. L0l searchFolder...  Ctri+shift+p
Save Attachments 4 Mavigation Pane Shorkout, .
Folder » | appointment Chrl+Shift-+4
Data File Management. .. j Meeting Request  CtrH+-Shift+0
Import and Export. .. 8= Contact Chrl4Shift+C
Archive... | Distribution List Chrl+Shift+L
] Page Setup v | # Task Clrl+Shift+k
__l Frint Preview 121 Task Request Chrl+3hift+U
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2. The Create New Folder, window appears. In the top field labeled Name, type in the title for
the folder; in the example, it is SpagmMail.
Create New Folder,

Mame:

SparmMail

Folder conkains:

Mail and Post Items w

Select where ko place the folder:

SRS E zilbo: - nar, se
[ \InFected
| Calendar
%= Contacts
fa) Deleted Items
LL# Drafts
L[5 Inbox
jﬂ Journal
L@ Jurk E-mail
3 Junkmail

| Maotes

(0] l [ Zancel
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3. At the bottom, under Select where to place the folder, click where you want the folder to be.
In the example the Mailbox which places the SpamMail folder on the Exchange Server at

the same level or hiégarchy as the other listed folders. Click OK.

Tame:

SpamMail

Folder contains:

Mail and Post: Items v

t where to place the folder:
= ﬁ:,& Mailbox - nar, sem32
[ VInfected
| calendar
8] Contacts
& Deleted Items
7| Drafts
L] Inbox
S ournal
L@ urk E-mail
3 JunkMail
| Mates M

Cancel

4. The Inbox reappears. From the menu bar, scroll over to Tools and click Rules and Alerts.

1005 | MEOOMS  Help

SendjReceive 3

Find b

i} Address Book...  Ctrl+Shift+8

%4 Organize

L(,j Rules and Alerts.
Cut of Office Assistant. .,

Mailboyx Cleanup. ..
a] | Empty "Deleted Items" Folder

Recover Deleted Items., .

Forms 3
Macro 3
Speech

E-mail Accounts...
Customize. ..

Options...

E-mail Scan Propetties. ..

Scan For Yiruses, .,

5. The Rules and Alerts window opens. The default tab, E-Mail Rules, is shown. To create a
spam or junk mail filter rule click New Rule.

E-mall Rules | Manage geffs

[ Nove Rulghe Change Rule = 53 Copy... X Deletz | Fun Rules Mow. .. Options

Rule {applied in the order shawn) Actions

Select the "Mew Rule” button to make a rule,

Rule description {click an underlined value to edit):
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6. At top of the first rules screen, click the select, Start from a blank rule.

Rules Wizard

(%) Stark creating a rule from a template
() Skart: from a blank rule

Step 1: Select a template

Stay Organized

‘- Move m n someone ko a Folder

..3 Move messages with specific words in the subject to a folder
3 Move messages sent to a distribution list to a Folder

)( Delete a corversation

¥ Flag messages from someane with a colored flag

Stay Up to Date

= Display mail from someane in the Mew Ttem Alert Window

W) Play a sound when I get messages from someons

a Send an alert to my mobile device when I get messages from someone

Step 2: Edit the rule description {click an underlined walue)

Apply this rule after the message arrives

from people or distribution lisk
move it ko the specified Folder

Example: Move mail from nmy manager to my High Importance folder

[ mext> | [ Fmsh |

7. Click the first item, Check messages when they arrive. The lower portion describes when

the rule will be applied-\as soon as the mail arrives. At the bottom of the panel, click Next.
Rules Wiz, rd rg|

() 5tark creating a rule from a template
(%) Stark Fram a BNk pule

Skep 2: Edit the rule description {click an underlined walue)
Apply this rule after the message arrives

[ Next:ﬂ [ Finish
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8. At the second step, Which condition(s) do you want to check?, scroll down and click the

checkbox next to: with specific words in the subject. In the lower field, the phrase,
specific words, becomesyperlinked. Click on this

phrase.

Which condition(s) do voiINg
Step 1! Select condition(s)

[[] sent only to me

[ where my name is in the To box

[ marked as importance

[ marked as sensitivity

[] flagged For action

[T] wihesre vy namne is in the Cc bos

[ ] where iy name is in the To or Cc b
where my name is not in the To box
ent to people or distribution list

[T Nth specific words in the body

Step 2:

Apply thisygle after the message arrives
with specific words in the subject

it the rule description {click an underlined walue)

[ Cancel ][ < Back H Mext = l[ Finish ]

9. In the Search Text window at the top field, Specify words or phrases to search for in the
subject:, enter the following exactly as shown: {SPAM?} Click the button labeled Add.

Search Text

Specify words or phrases to seargbef

Search lisk:

or in the subject:

Cancel

10. The term {SPAM?} has been added to the Search List in the lower portion. Now in the

Specify words or phrases to search for in the subject top field enter the following exactly as
shown: {SPAM!} Click the button labeled Add.

Search Text

Specify words or phrases to search for in the subject:
A}

Search list:
"SPane
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Note: {SPAM?} indicates there is a good probability the item is spam; {SPAM!}

indicates there is a very high possibility the item is spam. The example provided will
move email with either of these specifications to the same folder.

As an alternative, two separate filters can be created—one for {SPAM!} and another
for {SPAM?}; each would move the mail to a separate folder.

11. Both the terms for spam have been entered. Now, at the bottom of this window, click QK.
Search Text

cify words or phrases ko search For in the subject:

Search list:

"SSPAMTE" or
"SSPAMIL

I QK J[ Cancel ]

12. The Rules Wizard panel is returned with the selected terms/{SPAM?} or {SPAM!},
included in the bottom description. From the bottom of thg/window, click Next.

3

which condition{s) do wou want ko checky
Step 1: Select conditions)

[ From people or diskribution list
with specific waords in the subject
[] through the specified account
[] sent only to me
[] where my name is in the To box

[] marked as importance

[] marked as sensitivity

[] flagged For action

[] where my name is in the Cc box

[] where my name is in the To or Cc box
[] where my name is nat in the To bos
[ sent to people or distribution lisk
[T with specific words in the body

Step Z: Edit the rule description/click an underlined walue)

Apply this rule after the meg
withi{SPAM?L ar {SPAM YN the subject

[ Cancel ][ < Back “ Mk = ][ Finish ]

13. At the Rules Wizard panel, What do you want to do with the message? click the check box
next to move it to the specifidd folder. Below, click on the phrase, specified folder.
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Rules Wizand

What do vou wank ko do with the message?
Step 1: Select actionis)
maove it ko the specified Falder

[l assign it to the category category
[ delete it

[] permanently delete it

[] move a copy to the specfied Folder

[ Forward it to people or distribution list

[ Forward it to people or distribution lisk as an attachment
[ redirect it to people or diskribution list

[] have server reply using a specific message

[ reply using a specific termplate

[ Flag message For action in a number of davs

[ Flag message with a colored flag

[] clear the Message Flag

£

Step 2: Edit the rule description (click an underlined value)

Apply this rule after the message arrives
with '{SPAMzL or '{SPAMIY in the subject
move it to the specified Folder

’ Cancel ]l < Back ” Mext = ]l Finish

|

14. The Rules Wizard Choose a folder window opens. Select the folder previously created,

JunkMail. Click OK.

Rules and Alerts

Choose a Folder:

= @ Mailbox - nar, sem32
3 \Infected

=] Contacts

L7 Drafts

L7 Inbox

A 2ournal

L@ Junk E-mail
= 1
o | Motes

=] Outbax
[ Quarantine

£

& Deleted Items e,
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15. The selected folder, JynkMail, is included in the bottom description. Click Next.

Rules Wizard

wWhat do you wagt to do with the message?
Step 1: Select ackion(s)
k ko
] assign it ko k
[ delete it

[] permanently Belste it

[] move a copy fo the specified Folder

[ Forward it to deople or distribution list

[ forward it to eople or distribution list as an attachment

[] rediract it ko deopls or distribution list 0
[] have server riply using a specific message

[ rephy using a dpecific template

[ flag message for action in a number of days

[] Flag message dith a colored Flag

[ clear the Messhe Flag \/

ied Folder ”
e cabegory categary

Step 2: Edit the rulp description {click an underlined value) /
Apply this rule af

r the message arrives
wwith ; 110 the subject
riove it bo the JunkMail Folder

[ Cancel ][ < Back “ Next:b‘l[ Finish ]

16. The panel, Add any exceptions (if necessary), is not needed, so click Next.

Rules Wizard

Are there any exceptions?

[ except through the specified account

[ except if sent only to me

[ except where my name is in the To box
[ except i it is marked as imporkance

[ except if it is marked as sensitivicy

[ except i it is Flagged for action

[ except where my name is in the Cc box
[ except if my name is in the To or Cc box
[ except where my name is not in the To box
[ except if sent to people or distribution list
[ except if the body contains specific words

| £

Step 2: Edit the rule description (click an undetlined walus) /

Cancel ] ’ < Back ” Mext > l ’ Finish
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17. A name for the rule has been created from the specified word, {SPAM}, under Please specify
a name for this rule; leave this value. Click Finish.

Finish rule setup.
Step 11 Specify a name For this rule
Skep 2: Setup rule options
[ Run this rule now on messages already in "Inbox"
Turn on this rule
Skep 3: Review rule description (click an underlined value to edit)

Apply this rule after the message arrives

with {SPAM?Y or "YSPAMIE in the subject

move it to the JunkMail folder

A 4
(o ) (o)

18. Thefiltering rule has been created. Click OK to close the Rule Wizard.

Rules and Alerts

E-mail Rules | Manage alerts

_‘} [dews Rule... Change Rule~ 53 Copy... ><' Delete | un Rules Now... Options
RUle (applied in the order shown) Actions
Al

A
o |

Rulle description (click an underined valus ta edit):
apply this rule after the message arrives
with AIL in the subject
move it to the AIL Falder
except I it is marked as hich importance

[ oc  J[ cancel ][ apply

The junk mail filtering rule and its respective folder have been created.
To eliminate reaching the maximum server mail capability (100MB),

review the contents of this junk mail folder periodically to make certain
the messages placed here are indeed “junk.” Delete those which are not
pertinent to you. Move those which are of value to you to another folder.
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