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Symptoms of Spyware —How Do You Know if
You Have It?
« Computer crashes
- » Home page has changed
» New toolbar installed automatically
¢ Browser settings have changed

¢ Large number of pop-up ads display — even when
not in the browser

« Decreased system performance
« Something “new” on system
* Unidentified toll charges on phone bill
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Spyware Example: Bonzi Buddy
| Talk!
I E-Mail!
| Browse!
| Search!
BONZIBuddy
e : | Laugh!

| Download! ¢« » | Tell Facts!

| Schedule! —
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Spyware Examplé: Bonzi Buddy

= Spyware program targeted at children

— Children often install the software — looks like a
fun toy

« Computer speed, privacy, ease of use all
adversely affected by installing

Note: The Bonzi Buddy site was discontinued in 2004







Grokster — EULA First Page
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How?

Grokster for Free!
an provide you this version of Girokster for fres besause it is
supported by the Gl

s and messages are selected for display based on P
vou ity They include the GAIN name and/or logo. so
you'll know they're delivered by the GéaN Metwork - not by any

E&S
STATEMENT AMD EHD HSEE IR ENoE AGHEEMENT [
COLLECTIVELY “Terms and Conditions"] CAREFLILLY AMND
MAKE SURE vOU UNDERSTAND THEM. THEY CONTAIN
IMPORTANT INFORMATION THAT vOU SHOULD KNOW
EEFORE ACCEPTING ANY GAIN-Supported Software [
DEFIMED BELOww).
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| Agree
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GAIN. # | Disagres
Hents> | Cancel
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Adware — How [30‘Ydu Know?

n $ Disrupts browsing

- Pops up context-related promotions
RN Decﬁeased system performance
N5 (f:orhputer slows down
. :Pop up advertisements multiply
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ShopAtHome Turns Z{P' PREP
1D GUIDE

Who Deserves a 2nd Honeymoon?
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ShopAtHome - Adware Example

 Can silently download, install and run new
software

— Includes updates of its software

» Monitors Internet usage and displays pop-up
advertisements

* Modifies browser settings
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~» Ads — want to sell something

 Clicking anywhere on pop-up may trigger
installation of spyware

— Program downloaded without your consent or
knowledge

Pop-Ups
Quick Spyware Scanner E‘

4/ Scanning your system for Spyware... @

Scan status: lems scanned:

Secanning memory for suspicious activity s

% Files/Falders found 16 Totals:

* Registry items faund 11 » Spyware Faund 2
» Processesfound 2 » Running processes 4B
* Cookies found ] » ltams ignored 0
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Pop-Up Example
— § ]
WARNING:

‘e have detecied Ihat your PC is infected with Spyware! Spyware typically
records your Internet activities like email passwords, inslant messenger,
onfine banking transactions, chat rooms, dating sitesfadult sites and amy

other sites you visil, Once installed on your PC - Spyware lransmits your
personal information o Jrd parties - without your permission.

To scan your PG for Spyware - a FREE Scanner - Click Here!

Peer-to-Peer Networking

» File-sharing software available freely on the
Internet

* Allows computers to connect with each
other and directly access files from one
another's hard drive

— Exchange files from one another
« Allows for sharing of music files as well as personal
files

File Sharing Scenario 1

» Mary downloads free version of file-sharing
program (i.e. Kazaa, Limewire, Morpheus)
— Mary uses her new file-sharing program to

‘download music files

* The music file that Mary downloads also contains key
logging spyware which installs itself on her computer
and captures her every keystroke




/es a copy of his recent
shared folder” on his
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NOTE: Failure to click the link and complete
the necessary information will result in your
course completion being unrecorded!
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